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Abstract

This project is about Direct Recording Electronic (DRE) Voting Technology. Our 

research looks into how  these machines work, as well as their implications, benefits and 

consequences. We found that there is much controversy  all over the world concerning 

these machines. There is concern about  the security  of the machines and the threat of 

the machines being hacked,  making the election results invalid. On the other hand, the 

machines are easy  to use, especially  for people with disabilities such as blindness,  and 

they  allow for  quick and accurate counting of the votes.  In  the debate over the further 

utilization of the DRE machines, some countries have switched back to paper  and others 

call for  improved security  mechanisms as switching is an expensive operation due to the 

quasi-irreversibility  of investment. Through our research these issues are explored in 

depth and addressed by  multiple viewpoints. We also open the black box of DRE 

technology by learning how the technology actually works.

Introduction

Voting is fundamental to democracy, therefore ensuring that all citizens can vote in a 

secure process is key. There are a  number of technologies that allow people to cast their 

vote and each have their  benefits and consequences. For each technology, 

understanding what  occurs inside the machine is important to understand the social 

implications. In the United States and throughout the world, there are a  number  of ways 

to vote. In the U.S. voting is not federally  mandated and it  is up to each  state and county 

to decide how  votes will be cast (Friel, 2006).  For  example some states use paper  ballots 

that involve a  voter punching holes. This form of voting gained international attention 

during the Florida recount  of the Bush vs. Gore election (Harris, 2010). In Oregon, all 

ballots are sent through the mail (Voting in Oregon, 2008); while in New York, some 

counties still use a machine in which a  voter pulls down a lever  to cast their  vote (Chen, 

2010). An optical scanning machine involves a voter filling in a  ballot by  hand and 



having it read by  a machine. We decided to focus our project  on Direct Recording 

Electronic Voting Machines (DREs), which involves a voter  pushing buttons on a 

computerized machine to cast their vote. Our paper will  explain our research approach, 

address the different components, which contribute to our overall project and present 

our research findings. The goal of our project is to learn how DRE technology  works, the 

positive and negative social implications of the machines, and to explore the future of 

electronic voting technology.

Research Approach

In order to conduct this project  we read many  academic and news articles. All group 

members contributed to an annotated bibliography  of the sources we looked at  which 

can be found on our project  blog.[1]  We looked at the use of electronic voting technology 

not  just in the United States, but also around the world. Our  research  also consisted of 

two interviews. In looking for people to interview we wanted to be able to gain multiple 

perspectives of the machine from  both the technical perspective and the user 

perspective. We were able to secure interviews with two people with different views on 

the security  and usability  of DREs. By  interviewing people with differing opinions about 

the machines, we were able to learn much  more than we would have if our interviewees 

were in consensus with each other. Our  first interview was with a computer  science 

professor  at  Georgetown University,  Dr.  Micah Sherr. The second interview was with 

Mr. James Dickson who is the Vice President of Government Affairs at the American 

Association of People with Disabilities. Clips of these interviews can also be found on 

our blog. Clips from the interviews are highlighted in the video we created to showcase 

our project.

In addition to the interviews, we used many  other  research techniques in order to gain 

and share information. We created a Twitter  account to share our research  and learn 

from experts and concerned users. At the time this paper was written, our twitter: 

@DRE_Voting_CCT had approximately  75 followers. We learned a lot from the other 

Twitter  users especially  @VerifiedVoting, @MyVote_ and @VotingNews, among many 

others of the over 200 Twitter  pages we followed.  We also had one Twitter user, 

@MarybethKuznik, who refuted some of the information that  we posted both on Twitter 

and the blog. She is the founder  of “Vote PA”, a  Pennsylvania voter advocacy  group. She 

provided alternate resources on the usability  of DRE machines for  people with 
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disabilities, informing us that when her mother voted, she was not able to use the DRE 

machine herself because she uses a wheel chair. We thanked her for  the resources and 

also sent her  some more specific questions about DREs which she agreed to answer, but 

unfortunately  was not able to complete in  time. Furthermore, we promoted our blog 

through  our personal networks and received five comments and over  1,000 visits to our 

page.  We also created a  survey  targeting DRE users to learn about the perspective of the 

average voter. All together, our numerous ways of gathering and sharing research gave 

us a  lot of information to work with in creating  this project. Another  aspect of our 

project was to create a technical poster. The poster shows a  visual flowchart of how 

DREs work and also provided information about the benefits and consequences of the 

machine. 

Content and Context

How the Machine Works

There are a few companies that produce DRE machines such as Election Systems 

Software, Diebold Systems and Sequoia. In describing how the machines work we will 

be focusing on the Sequoia AVC advantage, which was the second most  used DRE in the 

2006 midterm  election in the US (Herbach, 2007).  We chose this brand because it was 

introduced in 1987  and the patents protecting the hardware of the machine have 

expired, which allows scientists to simulate it  and a number of academic literature to be 

produced.  There are three phases in using  the Sequoia  DRE Voting Machine, the pre-

election phase, the election itself and the post-election phase. Each phase has a  number 

of steps.  Furthermore, the machine has a Z80 Central Processing Unit and works with 3 

EPROMs and 1  SRAM and goes through many  programs before being ready  to be used 

on Election Day  (Checkoway, et. al, 2009) For  more information on the pre-election 

phase, please see our technical poster.

On Election Day, a poll worker will  turn on the DRE machine, which will be set for the 

election program to run. The poll worker  will insert an administrator card, which serves 

as authentication and allows the poll worker  to make sure everything is in order to begin 

the election (Checkoway, et.  al., 2009). When voters arrive they  will be provided with a 

voter card, which will be inserted into the machine. The voter selects his/her  choices 

and is then taken to a final confirmation screen.  Upon confirmation, the vote is 

recorded onto the memory  cartridge  (Halderman & Feldman, 2008). The machine is 



then ready  for  a new voter.  During our interview with  Dr. Sherr, he used an analogy 

stating that human to machine interface is similar  to an Automatic Teller Machine 

(ATM), but the hardware inside is different.

After the polls close, the poll  worker  will  reinsert the administrator  card and officially 

end the election.  At this time, the DRE machine will prompt the poll worker to remove 

the memory  cartridge that prints the votes to a results cartridge.  This results cartridge 

is then transported to the County  Election Board, which collects and reads all results 

cartridges. The votes are read into tabulation databases, which record the official results 

of the county  (Appel,  2011). With this understanding of how the machine works, we will 

now turn to an analysis of the implications of this technology.

Implications

There are many  aspects to consider  when weighing the benefits and consequences of 

DRE Voting Technology  including security, usability, efficiency  and cost.  One of the 

biggest concerns in  the use of DREs is the threat  of the machines being hacked. While 

measures such as security  seals are in  place in order  to detect tampering of the hardware 

of the machine, many  studies have shown that it  is still possible to tamper  with the 

software of the machine without breaking the security  seal (Sherr, 2009). In order to 

prove this, a group of students along with their professor hacked a  machine so it became 

a game of pac man (Halderman &Feldman, 2008). While it may  be improbable for a 

person to figure out how to hack the machine in the short time it  takes to vote, we found 

that it is unnecessary  for  hackers to have to figure it out so quickly. We learned through 

our interview with Professor Sherr that these machines are available for  anyone to 

purchase online and we easily  found them  on eBay. By  purchasing a  machine for 

themselves, hackers would be able to learn how it works and practice implementing  the 

virus before Election Day, so on Election Day  it could be done very  quickly. A Princeton 

study  found that the malicious software can be installed in as little as seven minutes 

(Appel, 2011).  There are a few opportunities in the voting process in  which a person with 

malicious intent could tamper with the machine. One way  a  voter could hack the 

machine is by  inserting a card containing a virus into the slot meant for the voter card in 

order to compromise the machine. It  is also important to remember that voters are not 

the only  people with access to the machine. A  poll  worker would have the opportunity  to 

tamper with the machine both  before and after the election. Instead of inserting an 



administrator  card,  the worker could insert a card containing a  virus to implement the 

attack. A poll worker  could create a virus that changes the way  the votes are tabulated, 

tamper with  the machine causing it to break down, or  s/he could conduct the attack at 

the end of the election possibly  erasing votes that have already  been cast  (Sherr,  2009). 

Furthermore,  there is no open source code for these machines so it would be difficult to 

check to see if the software had been tampered with  (Blaze et. al, 2007). The 

implications of such an event occurring are profound. It could make the results of 

election invalid.  However, opening the source code is a very  controversial topic because 

while it could give third party  experts the ability  to detect problems, it  could also give 

hackers new opportunities to learn about and tamper with the machines (Election 

Technology Council FAQ).

Along with  the many  concerns,  there are also many  benefits to DRE technology.  Many 

people have argued that these machines are very  easy  to use and are extremely 

accessible for  all people. Instead of having to fill in a bubble, punch  a hole or  pull a lever, 

a voter  only  needs to push a button. People with disabilities in particular  are able to use 

these machines much easier than other types of machines. For example, we learned 

through  our  interview with Mr. Dickson that a  blind person can use headphone to vote 

privately  while listening to the instructions. This is not possible with other types of 

voting methods. Furthermore, the U.S.  does not have an official language. The machines 

can easily  be switched to another language so the voter can vote in their own language 

(Harris, 2010).

Another  benefit of these machines is that they  are quicker and more efficient at 

tabulating votes. After  the problems during the 2000 election, where results were 

delayed and paper  ballots had to be recounted by  hand due to problems with hanging 

chads,  DREs became a popular  solution. DRE voting would eliminate these problems 

because the votes are counted electronically, which is quicker and more accurate as it 

eliminates human error  (Election Voting Council FAQ). The last benefit  of DRE Voting 

is the cost.  The voting jurisdiction only  needs to purchase the machines and not the 

thousands of paper  ballots as well.  The voter cards can be cleared and reused multiple 

times (Svensson, & Leenes, 2003). That being said, the initial purchase of the machines 

is costly  and becomes even more costly  when jurisdictions revert  back to paper  ballots 

due to security concerns with the machines.



An example of a country  reverting  back to paper  ballots after implementing the use of 

DREs is the Netherlands. The Netherlands widely  used electronic voting for nearly  two 

decades before switching back to paper ballots in 2008 due to security  concerns 

regarding the possibility  of the machines being hacked (Lindley, 2008). Brazil,  on the 

other hand, has embraced this form  of voting with 100% of ballots cast electronically 

(Filho, 2005). To address concerns about security, Brazil also updated its legal 

framework to reflect the adoption of this new technology.  The Tribunal Superior 

Electoral,  which  overseas elections in Brazil, ensured that lawyers and judges 

understood how this new technology  worked and updated the laws accordingly. These 

new legal measures allowed for  auditing  of software to occur  in 2008 without any  legal 

issues. These measures have created a great level of trust among Brazilians regarding 

elections (Modern Democracy, 2010).

Future Trends

There are many  ideas to further  improve electronic voting technology. An idea,  which is 

currently  being piloted in Norway, is to vote from  your own home via the Internet. This 

would ease some concerns about the threat of tampering with the hardware because 

there would not be a physical voting machine.  However, many  steps would need to be 

taken in order to maintain the integrity  of the election and guarantee that  voters are who 

they say they are, and are only able to vote once (Modern Democracy, 2010).

There are also ideas to improve the DREs that are already  in use. One idea is to have a 

printed a receipt come out of the DRE after  the voter  has cast his/her ballot.  This would 

allow voters to check that their  vote was cast correctly: if correct the voter would then 

drop the receipt into a  box. This would allow for a backup of the ballots in the event of a 

security  or  mechanical problem (Kohno et al.,  2004). This solution can be coupled with 

legislation that requires a certain percentage of receipt votes to be counted or mandates 

that in very  close elections, the paper receipts must be counted to ensure validity. 

Currently, the source code on DREs is private.  While this might seem like a good thing, 

some experts actually  find it  problematic because the code cannot be checked for 

problems. Dr. Sherr suggested that if the source code were opened, it  could be subject to 

peer review. More people would know how the machines work and how to unlock the 

black box. However, only  authorized persons will have the specific key  to do so (Blaze, 

et. al, 2007).  By  improving the DREs that are already  in use, voting jurisdictions will be 



able to save money. The machines are expensive and reverting  back to older voting 

procedures or bringing in new ways to vote would cost a  lot of money, and money  spent 

on the DREs would be wasted.  For example, in 2000 Florida  invested $30 million to 

upgrade to DREs, but then decide to invest in  optical scanning paper ballots instead 

(Election Online Briefing, 2009) By  improving the machines already  in existence and 

allowing new protocols to make them  safer,  voting jurisdictions would be able to save 

money  and have better accountability, while still  allowing voters to use these user 

friendly machines.

Conclusion

In conclusion, there are many  different aspects that need to be looked at in evaluating 

DRE Voting Technology. Large investments have been made and we see multiple 

countries adopting DRE machines or other forms of electronic voting, so mitigating the 

security  concerns is key.  Understanding how  the machine works is crucial for society. 

As a voter,  knowing how  the machine works can allow  you to better  trust the technology, 

as a  poll worker you  can be better informed as to how to make it secure, and as a 

security  expert you  can try  to avoid hijackings,  be able to identify  them, and reverse 

them. Moreover, understanding what the technology  can and cannot do,  can also help 

create effective legislation that  will help deal with any  security  concerns that arise.  

Further research on DREs can focus on how increasing understanding of the content of 

the machine affects societies’ perceptions and use.  Research can also center  on 

analyzing if a  paper  receipt mitigates security  concerns as it  allows for a back-up record 

to be in place.
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